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Abstract- Cloud Computing offers unique opportunities for goting long-term record preservation. We
present MyPHRMachines, a cloud-based PHR systenatisavers our research question. Personal healbihdre
(PHR) as “a set of computer-based tools that alfmeple to access and coordinate their lifelong theal
information and make appropriate parts of it akddao those who need it”. Personal Health Rec@PiRs) is
based on cloud virtual machine in web oriented iappbn in which the lifelong health data of pat&nwho
should be able to show them conveniently and sbctoeselected disables in a institution. MyPHRMiaels is

a cloud-based PHR system taking a radically nevhi@atural solution to health record portabilityftey
uploading their medical data to MyPHRMachines,grd can access them again from remote virtual mesh
that contain the right software to visualize andlgre them without any need for conversion. Patiean share
their remote virtual machine session with selece@givers|[1].

Keywords: PHR Access Systems, PHR(Personal Health Recortis)d Computing, ABE(Attribute-based-
Encyption

1. INRODCUTION opportunities based on analysis of interactionyesur

A personal health record is a record where health best medical practices, breaks in medical plans and
related data and information is maintained by identify medical errors. It can track patient ilisein
patient itself. This contrast to electronic medical conjunction with health care providers. PHR makes
record, which is maintained by institutions (like = communication facility easy and continuous for
hospitals) and contain data entered by clinics, to clinicians to care for their patients. Eliminating
support insurance claims. The aim of PHR is to communication barriers and allowing documentation
provide accurate and complete medical history of flow between patients and clinicians in a timely
individual which is accessible online[l]. PHR fashion can save time consumed by face-to-face
includes health data like diagnosis, treatments, meetings and telephone communication . Improved
doctors notes, patients notes, observation reports communication makes the process easy for patients
etc. The Personal health record is not a new term, and care givers to ask questions, make appointments
it applies to both paper-based and computerized to report a problems, to request refills and refstrin
systems, but currently it applies to an electronic case of emergency PHR can provide critical
application used to retrieve and store the health information to proper diagnosis or treatment fest[1
data.[3]

It is important to know that PHR’s are not same as ARCHITECTURE OF PHR SYSTEMS

EHR's. This software system is designed for the usene PHR Access system model clearly distinguishes
of health care providers, the data in paper basgsRr data from the software to work with these data.
medical records, from PHR is legally mandated noteége can demonstrate how this provide novel
on the care provided by clinics to patients butahie opportunities of the PHR software service without
no legal mandate that compels a patient to st@® th compromising the patient privacy in the market RPH
personal health information in PHR. Patient carent access systems allows patients to build PHRs by the
data directly by typing into fields or by uploadiog  gyace andtime dimensions.

by transmitting data from a file or another wehsite Space: Patients travelling or relocating across
Not all PHR’s have the same capability , individualyifferent countries during their lifetime will alwa be
PHR can support one or all of these methods. PHEpe to reproduce their original health record el
allows patients to access the wide range of heal$yftware required to visualize those. This is cufiye
knowledge. The entire medical records of amot possible because of high functional and
individual is stored at one place instead of papefrchitectural heterogeneity of health care infoiarat

profile and identify health threats and improve application can becomes obsolete.
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In the server-side, PHR systems prevents attribute
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on contemporary web technologies. Hence client
software maintenance is decoupled from the number
and complexity of PHR software services. PHR
systems offers functionalities like share, visugliand

analyze PHR data[4]. PHR access systems also
enables its users to share software with the health
related data, keeping data and software clearly
separated in the system architecture. The sepdatde
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to reveal selected health information to other &
stakeholders and it guarantees that once shared to
stakeholder, health information can be stored
properly. Firstly, the software specialists dephayi
third party PHR services that never get access to
patient data. Secondly, even those who have been
given access to patients remote VM sessions cannot
use or store the data/software. Currently available
PHR systems do offer selective attribute mechanisms
but can cause fundamental privacy threats in this
context[1,4]. Figure 1 shows the architectural viefw
PHR systems
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Figure 2. PHR Access system model
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4. ACHIVEING PRIVACY AND SECURITY

Figure 1. Architecture of PHR systems Personal health record contains all the health aata

information of a patient. So patient seek for the
privacy, this privacy is provided by only a patieain
3. MODELLING OF PHR SYSTEMS have access to this personal health record t_>y
Every user(Patient) must type in, scan, or downloa_%Sername ahd passwc_)rd. When comes to security
salient portions of his/her medical records(likeSSue there will be provided a secret key to actess
treatments, medication, doctors notes, patientssnotPatient record since the data stored is encrypiéel.
etc). This type PHR owner is portable user[1]. He/s provide this encryption by the RSA algorithm.
can move it among health care setting, employeds an

insurers. Care providers may or may not have thg1 why RSA?

means in the PHR when they make treatmeng, t hic alqorith ilable i
decisions.[1] Figure 2. Shows the structure of PH%: ere are many crypfographic a oriiims avafan'e |

system. e market for encrypting the data. The strength of
encryption algorithm relies on the computer systems
that used for key generation. Algorithms like AES,
RSA, MD5[9,10]. AES is better secured algorithm
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when compared to RSA but to encode a message, the «  Compute d to satisfy the congruence relation
receiver has to have the key, so there is a problem d x e =1 mod phi (n); d is kept as private
with key exchange. This problem can be solved bt key exponent.

RSA. Figure5 shows RSA processing.

4.2 RSA(Cryptography)
RSA is designed by Ron Rivest, Adi Shamir, and
Leonard Adleman in 1978. It is one of the best know
public key cryptosystems for key exchange or digita
signatures or encryption of blocks of data. It uses
Variable size keys and Variable size blocks of data
Two prime numbers are used for generating the publi
key and private key, which are used for encryption
and decryption.[12,13]. RSA uses three steps:
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6. LIMITATIONS

currently implemented and the ones related to the
research method adopted for its evaluation. We can
overcome this issue by a careful and accurate desig
of the interface of PHR access system used by
patients to upload, share, and organize their P&iR, d
which should be intuitive and secure the technical
details[3,4].

7. FUTURE ENHANCEMENTS

PHRs are the lifelong data which resides with the
patient itself. This data may be exported direfrityn

an EMR, but the point is that it resides in a larabf

the patient's chosen systems. Access to that
information is controlled entirely by the patiemt.
new concept is being discussed is that UHR or
"universal health record", which can be a patient
centered and controlled body of information thaildo
be shared in a granular way to particular healtte ca
providers[4]. This project would enlist open source
contributions and enhancements from developer, wit
particular emphasis on supporting patient expeuiati

of privacy and responsible for patients control of
private health information (PHI). It is expectedatth
effective implementation of one or more "open
source" approach to the UHR would benefit both
providers and patients, including cost-effective
solutions to currently difficult problems including
entry/verification/update of personal health dafta[6
enable the responsibility of patient-controlledrgrar
release of PHI, and support the interoperabilitd an
effective collaboration of patients and physicians
across disparate EHR/PHR platforms[12].

8. CONCLUSION

PHR access system provide a novel lifelong health
secured data. Leveraging virtualization techniques,
PHR access systems allows patients to build lifglon
PHRs. As technology evolves patients will always be
able to use original and secured software to vied/ a
analyze health data, even when that software bexome
obsolete and possibly no longer supported by the
stakeholder that produced the data.
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